USE MAILWASHER TO ‘PRE-FILTER’ YOUR MAIL:

after you ‘Process Mail’ it will call up Outlook to accept the messages that made it past the filters.

, MailWasher version 2.0
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Under the Tools menu pick

Options. At the General General | Blacklit & fisnds list | Fitters |

page you can raise the Hevristic Strength
default Streng_tl'_‘ to Strpng. ¢ Mone Wil nat try to automatically mark meszages based on their headers or content,
Check the origins aga'nSt ¢ Careful  Only automatically mark. meszages which strongly rezemble spam for bounce and delete.
known spammers via the ¥ Strong  Automatically mark. all messages which rezemble spam for bounce and delete.

Internet’s Blacklist services.
[¥ Check the orgin of the email against DNS spam Blacklist servers Edit DMS blacklist zervers...

Iw

Options for blacklist & friends list !

File name for shared blacklist & fiends lizt file [optional]

I Browse |

To prevent your blacklist from getting huge,

™ Sort the emails in the blacklist and friends list by domain as spammers usually change addresses and
_ _ domains regularly, set it to expire after 30, 60
Blacklist options | Friends list options or 90 days.
¥ Expire unused email address from list after IE;D 3‘, days Check to auto-delete blacklisted messages.
[¢# Expire unuzed wildoard expressions from list after IElj 37 dayz NOTE:

It is now not worth ‘bouncing’ as almost every
spammer uses fake addresses. Bouncing will

V' Auto-delete blacklisted messages slow the program down when it errors out
[T Bounce auto-deleted messages trying to send back to phony addresses.
I~ Mark blacklisted messages for Bouncing NEXT: Set up some FILTERS by clicking the

Filters tab under the Options screen.
Highlight the Example Filter, this is a good
Ok, Cancel Help one. Click the Modify button and you can
remove the check mark from bounce if you

wish. Note how this one is set to “all rules must be satisfied”. This means that the “To” field in the e-mail
address must have both of the words “undisclosed” and “recipient” in order to be filtered out. This is
called a Boolean AND process. If you click the More Rules button and add things, ALL the situations must
be true for the filter to work. Next set your own filters with the ADD button. The following examples use
Boolean OR, if any situation is true, filter the mail. Check the “any rule below is satisfied” box. You may
wish to set yours differently, the examples are for guidance only. Check the More Rules to add more
examples (max is 10) and the pointer arrow to change what field to look in. Notice how Viagra is filtered
in the SUBJECT field, but not the BODY field. This means a joke about viagra would not be filtered, but if
the spammer tries to use vi@gra to bypass a filter, it will catch it in either the subject or the body of the
message. [Of course then if someone sends a joke about spammers spelling it Vi@gra, it would get
filtered out!]. You can remove filters you don’t want with the Fewer Rules button.




Filter name

Statuz dezcription

[Fitered .

Priciity I~ This fiter takes precedence over the friends list

Action I~ Hail iz legitimate
I Do not display this emal in the list
[ &ddta blacklist
# tark for deletion
I Mark for bounce

Apply thiz filker when  all of the rules below are satisfied
% any rule below is satisfied

This example filters out mail
coming from specific domains.

It is also set to add any mail

from these domains to the
blacklist.

With the More Rules button you
can set up to 10 rules for each

filter.

Rules

IThe From' field j Icnntains j |@Salabrasterun.cum
IThe *From' field j I-:-:untains j |@3?.n::n:-m

IThe Fram' field j In:-:untains j |@pupstar.cum
IThe From' field j Icnntains j |@hl:u:ukup.mm
IThe "From' field j I-:u:nntains j |@amerada.u::rg.uk
IThe "From' field j In:-:untains j |@auracnm.mm
IThe 'From' field j In:-:untains j |@mgeups.cum.hr
IThe Fram’ field j I-:u:nntains j |@asphi.nettunn.it
IThe Fram' fizld j In:-:untains j |@gardener.cum
IThe "From' field j In:-:untains j |@wanadm

Mare Rules | Eewer Rules |

1]4

Cancel

Help

This is an example of a “Countries” filter.
It looks at the domain extension
[DOT COM or DOT ORG or DOT COUNTRY]

This marks all mail from Russia, Hungary,
Netherlands, Denmark, China to be

deleted. It will not stop a dot com in

China from sending mail though.

You could also include

.biz to delete businesses
.org for organizations

.gov for government

.tv is used by some sneaky businesses

# Mark for deletion

I Mark for bounce
Apply thiz filker when € all of the rules below are satisfied

{+ any rule below iz zatizfied
Rules
|The From' field j Iu:u:untains j I.ru
|The From' field j Iu:u:untains j I.es
|The Fraom' field j In::n:nntains j I.nl
|The Fraom' field j In::n:nntains j I.hu
|The Fram’ figld j In:n:nntains j I.dk
|The From' field j Il:l:untains j I.he
|The From' field j Il:l:untains j I.fi
|The From' field j Il:l:untains j I.Ch
|The From' field j Iu:u:untains j I.si




This what | call my “enlarge filter” that catches what
has to be the stupidest e-mails ever. The spammers
don’'t even check to see what sex you are before
sending the junk out. Notice how I left out “breasts”
because you never see the word “reduced” in the
same message!

Some of us are single and need Viagra like we need
to burn ourselves with hot irons!

¥ Mark for deletion
[T Mark for bounce

Apply this filker when £ all of the rules below are satizfied
{* any rule below is zatizfied

Rules

[+ Mark for deletion
I~ Mark far bounce

Apply thiz filker when €7 all of the rules below are zatizfied
{* any rule below is zatizfied

Rules

|The "Subject field j ||:|:|ntains

j |penis

|The "Subject field j ||:|:|ntains

vl |enlarge

|The "Subject field j ||:|:|ntains

- | |$tamina

|The "Subject field j ||:|:|ntains

j |viagra

|The "Subject field j ||:|:|ntains

| W@

|The body j ||:|:|ntains

| W@

|The "Subject field j ||:|:|ntains

j |agra

|The "Subject field j ||:|:|ntains

- I |erecti|:|n

|The ‘Subject field j ||:|:untains

j |pharmau:_u

And here’s a filter to catch those spams
about medicines. Once again it makes you

|The body j ||:|:untains

j ||:|n|ine pharmacy

hate spammers so lazy they don’t even

|The "Subject’ field j |cnntains

j |meu:|s

check that your Canadian and can buy
generic drugs everywhere.

|The ‘Subject’ field j |n::n:-r'|tains j |prescriptiuns

|The body j |n:n:-ntains

vl ||:|nline prescriptions

Some aren’t even prescription drugs here,

|The '‘Subject’ field j ||:|:untains

j |medin::atin:-n

you can get them at the 7-11.

|The 'Subject’ field j ||:|:untains

j |H-EIFIEIH

|The 'Subject’ field j ||:|:untains j |valium
|The '‘Subject’ field j ||:|:untains j ||:Irugs
|The '‘Subject’ field j ||:|:untains j ||:|i||s

And here’s a catch-all filter that looks for
septic tank stuff

ink refills

descramblers

ete. Rules

¥ Mark for deletion
™ Mark for bounce

Apply this filker when £ all of the rules below are zatizfied

% any rule below is zatizfied

Once the mail downloads and all the filters

|The 'Subject’ field j ||:|:untains

j |E|:IE|_'.-'

run, you can check process the mail and toss
away an awful lot of stuff. Some junk mail

|The 'Subject’ field j ||:|:untains

j |septin:

will still get through no matter how hard you

|The ‘Subject' figld j ||:|:untains

]| [ink

try. |The 'Subject’ field j |cnntains

| [refil

|The "Subject’ field j |cnntains

j |desu:raml:ule

|The "Subject’ field j |cnntains

j |he_l,la

|The ‘Subject’ field j |n::n:-r'|tains

j |pa_l,l-per-view

|The ‘Subject’ field j |n:n:-ntains

j |mileage

|The "Subject’ field j ||:|:untains

j |$ingles

|The 'Subject’ field j ||:|:untains

j |I:nau:||:n:nj,I




